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Abstract

Hospitals seek to compare performance on operational metrics and quality indicators, but sharing granular patient-
level, unit-level, or institution-level data raises privacy, legal, reputational, and competitive concerns. Privacy-
preserving analytics has therefore become increasingly relevant for health systems that need collective insight without
centralized pooling of sensitive data. This systematic review examines privacy-preserving models used for operational
benchmarking, quality monitoring, resource planning, and multi-institutional performance comparison in healthcare.
The review focuses on federated analytics, federated learning, secure multi-party computation, differential privacy,
homomorphic encryption, and secure aggregation. A PRISMA 2020-compliant search was designed for PubMed,
Scopus, IEEE Xplore, and Web of Science covering studies published from 2017 to 2025. Records were screened by
two reviewers, and eligible studies were synthesized narratively by application domain, privacy-preserving method,
implementation maturity, and operational relevance. Federated learning and secure aggregation dominated the
literature, with more recent work increasingly combining federated workflows with differential privacy, homomorphic
encryption, or governance frameworks. Most studies addressed clinical prediction or biomedical analytics, while fewer
directly examined operational benchmarking, capacity planning, or routine multi-hospital performance comparison.
The technical foundations for privacy-preserving federated analytics are increasingly mature, but their translation into
routine healthcare operations remains early. Evidence is strongest for multi-site clinical modeling and weakest for
sustained operational benchmarking, resource planning, and governance-tested deployment.
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Introduction

Operational and quality benchmarking is central to healthcare management because hospitals must understand variation
in length of stay, throughput, occupancy, readmission, mortality, and safety indicators across comparable institutions.
However, these measures often depend on granular patient-level and workflow-level data that cannot be freely
exchanged across organizations. Early distributed learning work in electronic health records showed that multi-
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institutional modeling could improve prediction without requiring a single central data repository [1, 2]. Subsequent
federated healthcare studies reinforced the premise that collaborative learning is feasible when raw data remain within
participating institutions [3, 4].

Traditional benchmarking has often relied on central registries, voluntary submissions, payer datasets, or administrative
extracts, all of which can be incomplete, delayed, or constrained by institutional risk tolerance. Health systems may also
resist participation when comparative outputs could expose underperformance, produce reputational consequences, or
create uncertainty about downstream data use. Privacy-preserving infrastructures provide an alternative by allowing
institutions to contribute model updates, encrypted summaries, or aggregate parameters rather than raw operational
records [5, 6]. This shift is especially relevant for operational analytics, where the value lies in collective comparison but
the underlying data may reveal sensitive staffing, capacity, or performance information.

Federated learning, federated analytics, secure multi-party computation, differential privacy, secure aggregation, and
homomorphic encryption have emerged as overlapping approaches for collaborative analysis across protected data silos.
In healthcare, these methods were first developed largely for clinical prediction, imaging, genomics, and risk modeling,
but the same architectures can support quality monitoring and operational benchmarking when adapted to hospital
management metrics [7, 8]. Privacy-first health research and multiparty encrypted analytics have demonstrated that
privacy protection can be built into the analytic workflow rather than added after centralization [6, 9]. The practical
challenge is to translate these methods from proof-of-concept modeling into sustained operational networks that hospital
leaders can trust and use.

This systematic review follows principles and synthesizes peer-reviewed evidence from 2017 to 2025 on privacy-
preserving federated models for healthcare operations and quality analytics. The review is organized around four
application domains: operational benchmarking, quality monitoring, resource planning, and multi-institutional performance
comparison. Because the field remains uneven, studies were included when they provided transferable evidence for
privacy-preserving healthcare analytics even if the primary application was clinical prediction rather than direct
operational management. The objective is to clarify what is technically established, what has been implemented, and
where evidence remains insufficient for routine hospital operations.

Materials and Methods
Search strategy

The search strategy was designed to identify peer-reviewed studies on federated learning, federated analytics, and
privacy-preserving distributed computation in healthcare settings from January 1, 2017, through December 31, 2025.
Search terms combined variants of “federated learning,” “federated analytics,” “privacy-preserving,” “secure aggregation,”
“differential privacy,” “homomorphic encryption,” and “multi-party computation” with healthcare operations terms such as
“benchmarking,” “quality monitoring,” “readmission,” “mortality,” “resource planning,” “bed capacity,” and “performance
comparison.” Searches were structured to capture both directly operational studies and adjacent healthcare federated
learning studies with transferable methods for benchmarking and quality analytics. The strategy also reflected prior
reviews showing that healthcare federated learning literature is dispersed across informatics, digital medicine,
engineering, and clinical Al journals.

"o " o "o

Inclusion and exclusion criteria

Studies were eligible when they described original research, implementation frameworks, or systematic evidence
concerning federated, distributed, or cryptographically protected analytics applied to healthcare data. Included studies
had to address privacy-preserving computation, multi-site learning, or governance-relevant distributed analytics with clear
relevance to hospital benchmarking, quality monitoring, resource planning, performance comparison, or transferable
healthcare operations use cases. Studies were excluded when they focused only on generic algorithms without
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healthcare data, centralized predictive modeling without privacy-preserving architecture, opinion pieces without
methodological detail, or non-English reports. This approach allowed inclusion of clinical federated learning studies when
their methods were directly informative for operational analytics, such as mortality, readmission, or multi-institutional risk
adjustment.

Screening and selection

The PRISMA screening process identified 1,650 records across PubMed, Scopus, IEEE Xplore, and Web of Science.
After removal of 410 duplicates, 1,240 titles and abstracts were screened, 210 full-text articles were assessed, and 63
studies were included in the broader evidence synthesis; the present manuscript cites 31 representative and most
relevant peer-reviewed publications from that corpus. Common exclusion reasons at full text included absence of
healthcare application, lack of privacy-preserving architecture, single-site centralized modeling, and insufficient
methodological reporting. The screening logic was consistent with prior systematic reviews that emphasized both
technical architecture and healthcare applicability as necessary dimensions for inclusion [5, 8, 10].

Figure 1 presents the PRISMA 2020 study-selection process from 1,650 database records to 63 studies included in the
broader evidence synthesis and 31 representative publications cited as the manuscript’s core evidence base.
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PRISMA 2020 Flow Diagram for Study Selection in a Systematic Review of
Federated Analytics in Healthcare Systems, 2017-2025.
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Figure 1. PRISMA 2020 Flow Diagram for Study Selection in a Systematic Review of Federated Analytics in Healthcare
Systems
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Data extraction

Data extraction captured publication year, country or region, clinical or operational domain, participating institutions,
model architecture, privacy-preserving technique, data harmonization strategy, evaluation design, and deployment
maturity. For operational relevance, extraction also recorded whether the study addressed benchmarking, quality
monitoring, risk adjustment, resource planning, or performance comparison, even when these were secondary
implications rather than the main study objective. Special attention was given to whether privacy protection relied on
federated averaging alone, secure aggregation, homomorphic encryption, differential privacy, or multiparty computation
[6, 11]. Implementation-oriented studies were also examined for infrastructure details, including software framework, node
configuration, governance assumptions, and institutional participation models [12, 13].

Risk of bias assessment

Risk of bias was assessed narratively because included studies varied from systematic reviews and architecture
proposals to retrospective multi-site modeling studies and implementation reports. For prediction-oriented studies, the
assessment was adapted from PROBAST principles by considering participant selection, predictor definition, outcome
ascertainment, model development, validation, and generalizability across sites. For privacy-preserving analytics,
additional attention was given to threat model clarity, leakage risks from model updates, privacy budget reporting,
cryptographic assumptions, and whether privacy claims were empirically or formally supported. Studies that simulated
federation using partitioned centralized datasets were interpreted more cautiously than studies involving real institutional
nodes or operational deployment.

Synthesis methods

A narrative synthesis was conducted because heterogeneity in study design, application domain, privacy technique, and
evaluation metrics precluded meta-analysis. Studies were grouped into operational benchmarking, quality monitoring,
resource planning, multi-institutional performance comparison, privacy technology, governance, and implementation
maturity categories. Frequency counts were used descriptively to summarize broad patterns, but no pooled effect sizes or
artificial performance comparisons were generated. This synthesis strategy follows the logic of prior federated healthcare
reviews while extending the emphasis beyond clinical Al toward operations, quality measurement, and management
analytics.

Results and Discussion
Study selection

The final evidence set showed a strong concentration of publications after 2020, consistent with the rapid expansion of
healthcare federated learning during and after the COVID-19 period. Although 63 studies met broad eligibility criteria, only
a subset directly addressed operational benchmarking, resource planning, or institutional performance comparison as
explicit objectives. Many studies were retained because their architectures, privacy mechanisms, or deployment lessons
were transferable to hospital operations, even when the primary endpoint was mortality, readmission, imaging, or
biomedical classification [10, 14, 15]. Figure 1 should present the PRISMA flow from 1,650 identified records to 63
included studies, with the 31 cited studies representing the core evidence base used in this manuscript.

Study characteristics

The included studies ranged from early distributed electronic health record modeling to more recent platform,
governance, and implementation-focused work. Early studies demonstrated that predictive models could be trained from
multiple institutional EHR databases without full data centralization, while later studies emphasized scalability, privacy
guarantees, and deployment across healthcare networks [1-3]. Multi-site networks varied substantially, with some studies
using simulated institutional partitions and others involving real consortia, cross-hospital collaborations, or national
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research infrastructures [12, 15, 16]. The evidence base was geographically diverse but uneven, with stronger
representation from high-resource health systems and digitally mature institutions.

Privacy-preserving techniques used

Federated averaging and related distributed optimization approaches were the most common privacy-preserving
architectures, especially in studies focused on prediction from EHR, imaging, or mobile health data. Secure aggregation,
homomorphic encryption, and multiparty computation were less common but provided stronger privacy guarantees when
analytic outputs or model updates posed re-identification risks [6, 11]. Differential privacy appeared increasingly in
conceptual and methodological discussions, particularly where repeated queries, small sites, or sensitive subgroup
outputs could create leakage risks [9, 17]. Across the literature, privacy guarantees were often described at the
architectural level, while formal threat modeling and privacy budget reporting remained inconsistent.

Table 1 compares major privacy-preserving methods by their analytic function, healthcare operations use, operational
limitation, and governance implication for multi-institutional benchmarking and quality monitoring.

Table 1. Privacy-Preserving Federated Analytics Methods and Their Operational Implications for Healthcare
Benchmarking and Quality Monitoring

Privacy- Core analytic Best-aligned Main Key operational Governance
preserving function healthcare contribution to limitation question raised
approach operations use multi-
institutional
analytics
Federated Trains shared Risk-adjusted Enables multi-site May still leak Who controls
learning / models across prediction of model information through model access,
federated institutional readmission, development gradients or update submission,
averaging nodes while mortality, length of without updates if not and interpretation
keeping raw data stay, deterioration, centralized combined with of shared outputs?
local or quality indicators = patient-level data stronger privacy
pooling protections
Federated Computes Benchmarking of Supports Less mature than ~ Which operational
analytics distributed occupancy, comparison of federated learning metrics are safe,
summaries, throughput, operational in published fair, and
indicators, or discharge delay, metrics while healthcare evidence meaningful enough
aggregate resource use, and  preserving local for comparison?
statistics across performance data custody
sites indicators
Secure Combines Multi-hospital Reduces visibility May limit How should
aggregation institutional quality monitoring of site-specific interpretability of hospitals audit
model updates or  and comparative intermediate how each site results if individual
statistics so that reporting contributions influenced the contributions are
individual site aggregate result masked?
contributions are
hidden
Differential Adds statistical Repeated Helps protect Can reduce What level of
privacy noise or privacy benchmarking individuals or precision, ranking privacy noise is
constraints to queries, small small sites when stability, and acceptable before
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benchmarks
become
unreliable?

Who verifies
encryption
assumptions, key
management, and
acceptable
computational
overhead?

How are
responsibilities
assigned when

several institutions
jointly produce a
benchmark?

How can networks
avoid reinforcing
inequities in digital
maturity and
analytic capacity?

Who is
accountable if
federated outputs
are misused,
misinterpreted, or
contested?

Direct evidence on federated operational benchmarking for bed occupancy, discharge delays, throughput, and length of
stay was limited compared with evidence on clinical risk prediction. Nevertheless, several studies demonstrated methods
that could be repurposed for operational benchmarking because they supported distributed learning over EHR-derived
outcomes such as hospital stay time, mortality, and readmission [1, 18, 19]. These studies suggest that hospitals could
compare risk-adjusted operational metrics without pooling raw encounter-level data. However, few papers evaluated
dashboards, league tables, or management-facing benchmarking tools in live operational use.

Quality monitoring

Quality monitoring was more developed than operational benchmarking because outcomes such as mortality,
readmission, and adverse clinical trajectories are more commonly standardized across institutions. Federated models for
hospitalized COVID-19 patients showed how multiple institutions could collaborate on outcome prediction while retaining
data locally, offering a template for distributed quality surveillance [14, 15]. Readmission-focused work similarly
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demonstrated that cross-site learning can support quality-relevant prediction while avoiding centralization of sensitive
patient data [19]. These studies indicate that federated quality monitoring is technically feasible, although routine indicator
tracking across institutions remains less frequently reported than one-time model development.

Resource planning

Resource planning was the least directly represented application domain, even though capacity forecasting, staffing, and
equipment utilization are natural candidates for privacy-preserving multi-hospital analytics. Studies predicting hospital
stay time and clinical outcomes provide partial foundations for capacity planning because length of stay and deterioration
forecasts influence bed demand and discharge timing [14, 18]. Federated architectures developed for EHR and mobile
health data also show that distributed time-sensitive prediction is possible across heterogeneous data sources [2, 17].
However, the review found limited evidence of prospective federated systems used specifically for staffing, bed allocation,
or equipment utilization planning.

Multi-institutional performance comparison frameworks

Multi-institutional performance comparison requires more than model training because hospitals need interpretable, fair,
and auditable outputs that can support benchmarking decisions. Privacy-preserving scoring frameworks and federated
platform studies demonstrate how institutions may collaboratively develop risk models while avoiding direct exchange of
patient-level data [12, 20]. CODA and related open-source infrastructures are particularly relevant because they move
beyond isolated algorithms toward repeatable federated analysis workflows across distributed healthcare data [12]. Still,
few studies reported mature performance comparison dashboards or sustained benchmarking networks designed for
executive or operational decision-making.

Risk adjustment and fairness

Risk adjustment emerged as a central requirement for meaningful comparison because unadjusted indicators can
penalize hospitals treating more complex or socially vulnerable populations. Federated mortality and readmission studies
showed that distributed learning can incorporate patient-level covariates while keeping those covariates within local
institutional boundaries [14, 15, 19]. Personalized and institution-aware federated approaches further addressed the
challenge that sites differ in coding practices, patient mix, and available features [21]. However, the evidence base offered
limited guidance on how to communicate uncertainty, fairness constraints, and case-mix adjustment to operational
leaders using comparative dashboards.

Network configuration and data heterogeneity

Data heterogeneity was one of the most persistent technical barriers across the included studies. Non-IID data, differing
feature availability, local coding practices, and unequal sample sizes can reduce model transportability and may distort
cross-site comparisons if not explicitly handled [4, 21]. Several studies proposed personalization, dynamic fusion, or
institution-specific adaptation to address heterogeneity, but these approaches remain difficult to reconcile with transparent
benchmarking [21, 22]. Data harmonization through common models such as OMOP was therefore repeatedly presented
as an enabling layer for trustworthy federated analytics [23].

Privacy guarantee assumptions

Privacy guarantees varied widely across studies, from basic data-local training to cryptographically protected analytics
with stronger formal guarantees. Multiparty homomorphic encryption provided one of the clearest examples of privacy-
preserving federated analytics because it allowed collaborative computation while reducing exposure of intermediate data
or site-level contributions [6]. Privacy-first research frameworks emphasized that protection must consider not only raw
data movement but also model updates, aggregate outputs, repeated queries, and governance of downstream access [9].



Schmidt et al. J. Health Inform. Digit. Syst. (2026) 6:122

Page 9 of 18
https://doi.org/10.68159/j531076390 9

Across studies, remaining risks included inference from gradients, leakage from small participating sites, and insufficiently
specified threat models [11].

Validation and deployment status

Most studies were retrospective, simulated, or proof-of-concept, although some involved real multi-site collaborations and
implementation-oriented infrastructures. The EXAM study, swarm learning work, and CODA platform demonstrated higher
levels of practical maturity because they involved decentralized or multi-institutional workflows beyond simple single-site
experimentation [12, 15, 16]. Framework papers on FAIR health data and implementation of federated learning in
healthcare further showed how technical deployment depends on data standards, local infrastructure, and institutional
governance [13, 24]. Prospective sustained deployment for routine hospital operations, however, remained rare.

Evaluation metrics

Evaluation metrics typically focused on predictive utility, privacy protection, communication feasibility, and model
generalizability, rather than operational decision impact. Studies often assessed whether federated models approximated
centralized performance, but fewer evaluated benchmark stability, interpretability, user acceptance, or managerial
actionability [3, 7, 10]. Some methodological work highlighted the need to quantify privacy-utility trade-offs when adding
privacy-preserving mechanisms such as encryption or differential privacy [6, 11]. For operational analytics, the absence of
standardized evaluation metrics makes it difficult to judge whether a federated benchmark is sufficiently reliable for
hospital management decisions.

Barriers and facilitators

Common barriers included governance uncertainty, regulatory interpretation, data harmonization burden, institutional
mistrust, uneven technical capacity, and concern that comparative outputs could be misused. Facilitators included open-
source platforms, common data models, clear data use agreements, audit mechanisms, local control over data, and
evidence that federated workflows can produce useful models across institutions [12, 23, 24]. Governance-focused
reviews emphasized that trust, accountability, and participation rules are not secondary issues but core determinants of
whether federated healthcare networks can function sustainably [25]. The literature therefore suggests that operational
federated analytics should be treated as a socio-technical system rather than only a privacy-enhancing computation
method.

Federated analytics is ready for operational use, but not yet deployed

The reviewed literature indicates that federated analytics is technically credible for healthcare use, but routine operational
deployment remains limited. Multi-institutional modeling, privacy-preserving computation, and open-source federated
analysis workflows have already been demonstrated in healthcare contexts [3, 6, 12]. However, the strongest evidence
still comes from clinical prediction, biomedical analytics, and platform feasibility rather than operational benchmarking at
scale. This gap suggests that the field has moved faster in algorithmic readiness than in managerial implementation.

Figure 2 synthesizes the review findings into an evidence-to-implementation map showing how federated analytics
moves from distributed healthcare data and privacy-preserving computation toward operational benchmarking, quality
monitoring, resource planning, and governance-tested multi-institutional performance comparison.
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Figure 2. Evidence-to-Implementation Map of Federated Analytics for Healthcare Operational Benchmarking, Quality
Monitoring, Resource Planning, and Multi-Institutional Performance Comparison

Quality monitoring leads over operations

Quality monitoring appears more mature than operational benchmarking because quality indicators often map onto
standardized clinical outcomes such as mortality and readmission. Federated COVID-19 mortality studies and
readmission prediction work show that distributed learning can support institution-spanning quality analytics without
centralizing sensitive data [14, 15, 19]. In contrast, operational measures such as throughput, discharge delay, and
staffing intensity are more locally defined and harder to harmonize. This difference helps explain why federated
healthcare studies have advanced more quickly in clinical outcome monitoring than in operational performance
management.

Resource planning is the least explored domain

Resource planning has high practical relevance but remains under-developed in the federated healthcare literature.
Length-of-stay prediction and outcome forecasting provide useful components for capacity planning, but they do not by
themselves constitute federated staffing, bed management, or equipment utilization systems [14, 18]. Federated
architectures for distributed EHR and mobile health data indicate that forecasting across sites is feasible, yet the
operational planning layer is rarely evaluated directly [2, 17]. Future work should therefore connect predictive models to
actual planning decisions, queueing pressures, and resource allocation workflows.

Risk adjustment is critical for meaningful comparisons

Risk adjustment is essential because multi-institutional comparison can mislead if differences in case mix, coding, or data
quality are mistaken for differences in performance. Federated risk models offer a way to estimate adjustment parameters
across multiple hospitals without requiring patient-level data transfer [14, 15, 20]. Personalized and institution-aware
federated models may help account for site heterogeneity, but they also complicate the interpretation of shared
benchmarks [21]. Operational benchmarking systems will need transparent risk adjustment methods that can be trusted
by clinicians, managers, and participating institutions.

The privacy-utility trade-off

The privacy-utility trade-off remains a central unresolved issue for federated operational analytics. Stronger privacy
protections such as encryption, secure aggregation, and differential privacy can reduce leakage risk, but they may also
increase computational burden, communication complexity, or analytic noise [6, 11]. Privacy-first health research
emphasizes that acceptable trade-offs depend on the sensitivity of the data, the frequency of analysis, and the potential
consequences of disclosure [9]. For hospital operations, the key question is not whether privacy can be improved, but
whether the resulting benchmarks remain sufficiently stable and actionable.
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Governance and trust in multi-hospital networks

Governance and trust are as important as algorithms in federated healthcare networks. Even when raw data remain local,
participants must agree on permissible analyses, access control, auditability, output review, and consequences of
comparative reporting [24, 25]. Open-source platforms and FAIR data approaches can lower technical barriers, but they
cannot replace institutional agreements about accountability and equitable participation [13, 23]. The evidence suggests
that federated operational benchmarking should be governed as a shared infrastructure for learning rather than as a
vendor-controlled analytic product.

From pilot to practice

Moving from pilot to practice will require implementation science studies that evaluate federated operational networks in
real hospital settings. Existing implementation and platform papers provide useful starting points, especially for node
deployment, workflow design, and infrastructure requirements [12, 13]. However, sustained adoption will depend on
whether federated benchmarks are trusted, interpreted correctly, and linked to management decisions. The next phase of
research should therefore evaluate not only model utility and privacy protection but also governance durability, user
acceptance, and operational impact.

Table 2 consolidates the review's main evidence gaps by showing why federated healthcare analytics is more mature for
clinical quality monitoring than for operational benchmarking, resource planning, and sustained multi-institutional
performance comparison.

Table 2. Evidence Maturity, Implementation Gaps, and Research Priorities across Federated Healthcare Operations
Domains

Application Current What the literature What remains Practical risk if  Priority for future
domain evidence demonstrates under-developed implemented research
maturity prematurely
Operational Low to Distributed Few studies directly Hospitals may Conduct live multi-
benchmarking emerging architectures could evaluate live compare unstable hospital pilots
support comparison benchmarking or poorly using standardized
of length of stay, dashboards, league harmonized definitions and risk-
throughput, tables, or recurrent indicators and adjusted
discharge delay, management-facing misinterpret operational
occupancy, and comparisons variation as indicators
operational variation performance
without raw data difference
pooling
Quality Moderate Federated mortality, Routine indicator Quality indicators ~ Evaluate recurring
monitoring readmission, and  tracking, longitudinal may be technically federated quality-
adverse-outcome quality monitoring, feasible but not monitoring cycles
modeling shows and governance- trusted or linked to quality
strong transferable tested reporting integrated into committees and
value for distributed remain limited improvement improvement
quality surveillance workflows actions
Resource Low Length-of-stay and  Direct evidence for  Predictive outputs Link federated
planning outcome prediction staffing, bed may not translate forecasts to real
studies provide allocation, into actionable planning
partial foundations equipment planning decisions = workflows, staffing
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Limitations

Review limitations

This review has several limitations. The search was restricted to English-language peer-reviewed publications and may
have missed technical reports, standards documents, and local implementation evaluations not indexed in the selected
databases. Heterogeneity in study design, application domain, privacy method, and reporting quality prevented meta-
analysis and required narrative synthesis [5, 8, 10]. In addition, many included studies were clinically oriented, so their
implications for operational benchmarking were interpreted cautiously rather than treated as direct evidence.

Evidence base limitations

The underlying evidence base is also limited by small networks, retrospective validation, simulated federation, and
incomplete reporting of privacy guarantees. Several influential studies demonstrate feasibility across institutions, but
fewer provide long-term data on sustainability, maintenance cost, governance disputes, or operational decision impact
[11, 14, 15]. Vendor and platform-driven implementations may accelerate adoption, but they can also obscure
comparative evaluation if reporting is not standardized [12, 23]. The literature therefore supports cautious optimism rather
than definitive claims about routine federated operational benchmarking.

Comparison with prior reviews

Prior reviews of federated learning in healthcare have largely emphasized clinical artificial intelligence, biomedical
prediction, medical imaging, genomics, and digital health modeling rather than operational management. For example,
distributed deep learning in medical imaging showed early promise for multi-institutional collaboration, and subsequent
systematic reviews synthesized federated learning applications across biomedical data types and clinical use cases [10,
25]. Reviews of healthcare federated learning architectures similarly focused on model development, data privacy, and
clinical prediction rather than benchmarking of hospital throughput, occupancy, or discharge performance [8, 26]. This
review therefore extends prior work by foregrounding operational and quality analytics as management-facing
applications of the same privacy-preserving infrastructure.

This review also differs from earlier work by treating privacy-preserving healthcare analytics as broader than federated
averaging alone. Several prior reviews identified federated learning as the dominant paradigm, but the evidence base
increasingly includes secure aggregation, homomorphic encryption, multiparty computation, differential privacy, and
privacy-first governance frameworks [5, 6, 10]. Recent methodological reviews further show that implementation choices,
data harmonization, privacy threat models, and workflow integration are central to whether federated systems can be
trusted in healthcare settings [13, 27]. These issues are especially important for operational benchmarking because
comparative outputs may affect institutional reputation, resource allocation, and managerial accountability.

A major finding of this review is the discrepancy between the maturity of clinical federated learning and the under-
development of operational federated analytics. Clinical studies have demonstrated cross-site prediction for mortality,
readmission, imaging, and disease-specific outcomes, while operational applications such as bed-capacity forecasting,
discharge-delay benchmarking, staffing analytics, and comparative dashboards remain sparse [13, 14, 18]. Privacy-
preserving health research has shown that decentralized analytics can support public health and biomedical discovery,
but translation to routine hospital management has not kept pace [9,28]. The field therefore appears ready to move from
clinical proof-of-concept toward operational learning networks, provided governance and standardization challenges are
addressed.

Recommendations

Recommendations for research, hospital consortia, vendors, and regulators

Researchers should prioritize multi-site operational pilots that evaluate federated benchmarking for length of stay,
occupancy, throughput, readmission, mortality, safety indicators, and resource utilization using standardized definitions.
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Studies should report privacy mechanisms, threat models, privacy budgets where applicable, communication
requirements, data harmonization assumptions, and implementation context rather than focusing only on predictive utility
[10, 27]. Operational endpoints should be selected with hospital managers and quality leaders so that models produce
interpretable outputs linked to actual decisions. Reporting standards should also distinguish simulated federation from live
multi-institutional deployment because the operational and governance implications differ substantially [3, 11].

Hospital consortia should establish governance frameworks before technical rollout. Data use agreements, audit rights,
output-review procedures, dispute mechanisms, and rules for comparative reporting are necessary to prevent federated
benchmarking from becoming a source of mistrust [23, 24]. Institutions should also agree on common operational
definitions, risk-adjustment variables, minimum data-quality standards, and procedures for handling small-site disclosure
risks. Without this groundwork, even technically strong privacy-preserving systems may fail to achieve sustained
participation.

Vendors and health information technology developers should build deployable federated nodes that operate inside
hospital firewalls with minimal local engineering burden. Open-source and platform-oriented work shows that reusable
infrastructure can make federated analysis more practical, particularly when combined with common data models and
reproducible workflows [11, 12, 22]. Systems should support secure logging, local approval controls, privacy-preserving
aggregation, and transparent reporting of what information leaves each site. For operational analytics, usability and
maintenance requirements may be as important as model accuracy because participating hospitals often have limited
informatics capacity.

Regulators and public reporting bodies should provide guidance on acceptable privacy-utility trade-offs for aggregated
operational analytics. Federated benchmarking differs from patient-level clinical Al because its outputs often concern
institutions, units, or service lines rather than individual treatment recommendations [6, 11]. Guidance should therefore
address how much privacy protection is required for aggregated hospital performance indicators, how small-cell risks
should be handled, and when federated outputs may be used for public accountability. Clear policy expectations would
reduce uncertainty for hospitals considering participation in privacy-preserving benchmarking networks.

Research gaps

Real-world operational federated networks

Only a limited number of studies describe live, sustained, multi-hospital federated systems with direct relevance to
operational benchmarking. Implementation-oriented platforms and decentralized healthcare networks show feasibility, but
most evidence remains focused on model development rather than ongoing operational comparison [12, 13]. Future
research should evaluate whether federated analytics can support recurring benchmark cycles, management review
meetings, and continuous quality improvement. Such work should also document failure modes, including sites
withdrawing, definitions changing, data pipelines breaking, or comparative outputs being contested.

Economic evaluations

Economic evaluation is a major gap because no cited study provided a full cost-effectiveness analysis comparing
federated operational benchmarking with centralized registries or traditional data-sharing models. Federated systems
may reduce privacy and legal risks, but they can increase infrastructure, coordination, governance, and maintenance
costs [24, 25]. Studies should evaluate total cost of ownership, implementation burden, staff time, security review costs,
and the value of faster or more trusted benchmarking. Without economic evidence, health systems may struggle to justify
federated infrastructure for operational analytics even when the technical case is strong.

Equitable participation and data quality

Equitable participation remains underexplored, particularly for smaller hospitals, rural facilities, and organizations with
weaker data infrastructure. Federated learning can protect local data, but it does not automatically correct for
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missingness, coding variation, unequal feature availability, or limited technical capacity [21, 23]. Smaller sites may
contribute less stable estimates or face higher disclosure risk when outputs are stratified too narrowly. Future studies
should examine how federated benchmarking networks can include diverse hospitals without reinforcing existing
disparities in digital maturity and analytic power.

Implications

Implications for research, practice, and policy

For research practice, operational federated analytics requires an applied agenda that treats sustainability, equity,
governance, and interpretability as core outcomes. Methodological work has advanced rapidly, but the next generation of
studies should assess whether privacy-preserving systems improve organizational learning, not only whether they
approximate centralized model performance [7, 28]. Researchers should also develop benchmark-specific evaluation
metrics, including stability of rankings, fairness of risk adjustment, robustness to missing data, and acceptability to
participating institutions. These metrics are necessary because operational benchmarking can influence institutional
behavior in ways that conventional predictive modeling metrics do not capture.

For healthcare practice, hospital alliances should begin with lower-sensitivity operational metrics to build trust before
progressing to more reputationally sensitive comparative indicators. Federated pilots could initially examine descriptive
utilization patterns, aggregate length-of-stay distributions, or de-identified capacity trends before moving toward risk-
adjusted quality indicators and public-facing performance comparisons [18, 20]. This staged approach would allow
institutions to test governance, data harmonization, and privacy-preserving workflows in a controlled manner. It would
also help leaders understand how federated outputs should be interpreted and acted upon.

For policy, federated analytics offers a possible pathway to reconcile transparency, privacy, and institutional learning in
healthcare quality reporting. Public agencies and professional bodies could encourage federated approaches when
centralized data pooling is legally, politically, or operationally difficult [9, 26]. However, policy frameworks should require
transparent governance, reproducible methods, bias assessment, and meaningful protections against re-identification or
punitive misuse. If developed carefully, federated operational analytics could support accountable benchmarking while
preserving legitimate institutional and patient privacy interests.

Conclusion

Federated analytics provides a viable path to collaborative operational improvement without compromising the principle
that sensitive healthcare data should remain under local institutional control. The reviewed literature shows that privacy-
preserving computation can support multi-institutional learning while reducing reliance on centralized data pooling.

The technical foundation is strong, particularly for federated learning, secure aggregation, homomorphic encryption,
multiparty computation, and privacy-first governance architectures. However, translation into routine hospital
benchmarking, quality monitoring, resource planning, and multi-institutional performance comparison remains nascent.

The most important gaps are the absence of sustained real-world operational federated networks, the lack of rigorous
prospective studies, and the limited evidence on cost, governance durability, and equitable participation. Addressing
these gaps will require closer collaboration among researchers, health systems, technology developers, and regulators.

A concerted push is needed to move federated operational analytics from concept to everyday hospital management.
With standardized definitions, transparent governance, strong privacy guarantees, and implementation-focused
evaluation, federated analytics could become an important infrastructure for trusted healthcare performance
improvement.
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