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Abstract

Federated learning (FL) is promoted as a privacy-preserving method for training machine learning models across
healthcare institutions without sharing patient data, with growing use in medical imaging, electronic health records,
and rare disease research. This critical review examines FL studies from 2017—2024, focusing on privacy guarantees,
statistical heterogeneity, communication efficiency, and real-world clinical deployment. A structured search of PubMed,
IEEE Xplore, arXiv, and Google Scholar was conducted using relevant FL and healthcare terms, including studies
addressing privacy, heterogeneity, communication, or deployment. Reported privacy guarantees are often overstated,
with most studies relying on FedAvg without differential privacy. Statistical heterogeneity in non-1ID settings remains
largely unresolved. Fewer than 5% of studies report real-world deployment, typically at very small scale. A significant
gap exists between FL research and clinical application. Current methods fall short of healthcare-grade privacy and
real-world constraints, limiting readiness for high-stakes clinical use.
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Introduction

Federated learning has emerged as a compelling solution to a fundamental tension in healthcare artificial intelligence: the
need for large, diverse training datasets versus the legal, ethical, and practical barriers to sharing patient data across
institutions [1, 2]. By enabling model training on decentralized data without requiring raw data to leave individual sites, FL
promises to unlock multi-institutional collaborations for rare disease detection, multi-site validation, and generalizable
clinical Al systems [3, 4]. The approach has been particularly attractive for medical imaging, where data volumes are
large and privacy risks are high, and for electronic health record analysis across hospital networks [5, 6]. Recent surveys
have documented the rapid expansion of FL applications across radiology, pathology, and ophthalmology [7-9].

The volume of FL research in healthcare has exploded since 2017, with hundreds of papers claiming successful
applications to brain tumor segmentation, COVID-19 diagnosis, ophthalmology, and many other domains [10-13].
However, a critical examination reveals that the vast majority of these studies are simulation-based, using public datasets
artificially partitioned across virtual clients rather than real institutional data with actual privacy constraints [14, 15]. This
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disconnect between research output and clinical reality raises serious questions about the translational validity of the FL
literature in healthcare [16].

Four critical questions must be asked of this body of work. First, are the privacy guarantees offered by FL sufficient for
healthcare applications where re-identification carries severe consequences [17, 18]? Second, does FL actually work
under real-world statistical heterogeneity, where different hospitals use different imaging protocols, patient populations,
and labeling practices [19, 20]? Third, is communication efficiency adequately addressed for healthcare networks that
may be slow, unreliable, or subject to IT restrictions [21, 22]? Fourth, has FL been successfully deployed in clinical
settings, or does the literature remain largely simulation-based [23, 24]?

This critical review evaluates the healthcare FL literature from 2017 to 2024 against these four questions. Unlike previous
systematic reviews that have tended to catalog applications without critical assessment [25-27], we adopt an explicitly
evaluative stance. The review is structured as follows: Methods, Privacy Guarantees, Statistical Heterogeneity,
Communication Efficiency, Real-World Deployment Case Studies, Critical Synthesis, Recommendations, Research Gaps,
Implications, and Conclusion.

Figure 1 shows a critical appraisal architecture illustrating how the foundational privacy promise of federated learning is
progressively constrained by gradient leakage risks, statistical heterogeneity, communication overhead, and the
persistent disparity between simulation-based evaluations and real-world clinical deployment.
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Figure 1. From Privacy Promise to Deployment Reality: A Critical Appraisal Architecture for Federated Learning in
Healthcare

Materials and Methods
Search strategy

A systematic search was conducted across PubMed, IEEE Xplore, arXiv, and Google Scholar for peer-reviewed articles
published between January 2017 and December 2024. Search terms included combinations of "federated learning,"
"healthcare," "medical imaging," "electronic health records," "privacy," "differential privacy," "non-1I1D," "heterogeneity," and
"deployment.” The search was supplemented by backward citation tracking of key reviews and forward citation tracking of
foundational papers [1-3].
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Inclusion and exclusion criteria

Studies were included if they addressed FL in healthcare contexts (medical imaging, EHRs, wearable data, or clinical
informatics) and focused on at least one of: privacy guarantees, statistical heterogeneity, communication efficiency, or
real-world deployment. Exclusion criteria included: non-healthcare applications, purely theoretical FL papers without
healthcare context, studies using synthetic data only without discussion of limitations, and papers that described FL only
as future work without implementation.

Screening and selection

Titles and abstracts were screened by two reviewers, with disagreements resolved through discussion. Full-text review
followed for eligible articles. Thematic analysis was conducted to extract data on FL algorithms used, privacy mechanisms
reported, heterogeneity treatment, communication assumptions, and deployment status (simulation vs. real-world).

Critical appraisal framework

A critical appraisal framework was developed specifically for FL systems in healthcare, adapted from existing Al
evaluation standards. Privacy claims were assessed for whether differential privacy parameters (g, &) were reported and
whether gradient leakage attacks were considered [17, 18]. Heterogeneity treatment was evaluated for whether non-IID
partitions reflected real institutional differences [19, 20]. Deployment claims were verified for evidence of actual clinical
implementation rather than simulation [23, 24].

Privacy guarantees
What FL actually protects

The core claim of FL—that raw patient data never leaves local sites—is technically true but misleading regarding privacy.
While images or text do not traverse the network, model updates (gradients or weights) that do leave each site have been
repeatedly shown to leak substantial information about training data [1, 17]. Gradient inversion attacks can reconstruct
individual patient images with high fidelity from a few rounds of updates, and membership inference attacks can
determine whether a specific patient was in the training set [18, 21]. The healthcare literature has largely ignored these
attacks; most papers cite FL's data-local property as sufficient privacy protection without acknowledging gradient leakage
risks [3, 4]. Recent work has begun to address these vulnerabilities, but comprehensive privacy preservation remains
elusive [28].

Privacy-enhancing technologies

Three main privacy-enhancing technologies have been proposed to address gradient leakage in FL. Differential privacy
adds calibrated noise to updates or model outputs, providing a mathematical guarantee of privacy but degrading model
accuracy as the privacy budget tightens [17, 25]. Secure aggregation uses cryptographic techniques to ensure the server
sees only the summed update from all clients, not individual contributions [1, 19]. Homomorphic encryption enables
computation on encrypted data but incurs computational overheads of several orders of magnitude [3, 26]. Each
technique carries trade-offs that are rarely discussed in healthcare FL papers, and combinations (e.g., DP with secure
aggregation) are even rarer [20, 21]. End-to-end platforms such as FedEYE have attempted to integrate multiple privacy
layers, but scalability remains a challenge [29].

Critical assessment

The majority of healthcare FL papers published between 2017 and 2024 use FedAvg without any privacy-enhancing
technology [1, 14, 22]. Privacy claims in these papers are unsubstantiated: stating that data "never leaves the hospital"
does not constitute a privacy guarantee when gradients can reconstruct that data [23, 24]. Among the minority that report
using differential privacy, fewer than 10% provide complete DP parameters (¢ and &), making reproducibility impossible
[25, 26]. This pattern suggests that privacy is treated as a rhetorical benefit rather than a technical requirement, which is



Mahfouz et al. J. Artif. Intell. Healthc. Syst. (2025) 4:97

Page 4 of 14
https://doi.org/i028497975 9

unacceptable for healthcare applications where patient re-identification carries legal and ethical consequences [5, 6]. As
noted in recent methodological advances, the field requires standardized privacy auditing procedures before clinical
adoption [27, 28].

Statistical heterogeneity

Non-IID data in healthcare

Statistical heterogeneity in healthcare is not an edge case but the norm. Different hospitals use different imaging
equipment (manufacturers, field strengths, protocols), different EHR systems (coding standards, documentation
practices), and serve different patient populations (age distributions, disease prevalence, comorbidity profiles) [10-12].
This heterogeneity violates the independent and identically distributed (1ID) assumption underlying FedAvg, causing the
global model to perform poorly on local data or even diverge entirely [1, 2, 13]. Despite this reality, the majority of
healthcare FL simulations use IID or near-1I1D data partitions that bear no resemblance to actual multi-institutional settings
[14, 15]. Medical imaging applications are particularly susceptible to these issues due to variations in acquisition protocols
across centers [7, 16].

FL algorithms for heterogeneity

Several algorithms have been developed to address statistical heterogeneity. FedProx adds a proximal term to the local
loss function, penalizing large deviations from the global model [2, 17]. Scaffold uses control variates to correct for client
drift, achieving convergence even under extreme heterogeneity [3, 18]. FedBN normalizes batch statistics locally rather
than globally, preserving site-specific feature distributions [19, 20]. These algorithms have shown promise in controlled
experiments, but they introduce additional hyperparameters and computational complexity that are rarely justified in
healthcare applications [4, 21]. Domain adaptation techniques have also been explored for multi-site fMRI analysis, with
mixed results [15].

Critical assessment

FedAvg remains the dominant algorithm in healthcare FL despite extensive evidence that it fails under heterogeneity [1,
2, 22]. Improved algorithms such as FedProx and Scaffold appear in fewer than 20% of healthcare FL papers, and even
when used, heterogeneity is typically mild [3, 14, 23]. The trade-off between personalization (adapting to each site's local
distribution) and generalization (performing well across all sites) remains unresolved; most healthcare FL papers implicitly
optimize for generalization without evaluating local site performance [24-26]. For specialized applications such as PET
attenuation correction or age-related macular degeneration diagnosis, site-specific characteristics are critical, yet rarely
modeled [30, 31]. The emerging consensus from recent reviews is that heterogeneity handling remains the single
greatest technical barrier to deployment [9, 27].

Communication efficiency

Communication bottleneck

FL requires multiple rounds of communication between clients and the central server, with each round transmitting model
updates of size proportional to the number of parameters [1, 2]. For deep neural networks in medical imaging, models
commonly contain tens to hundreds of millions of parameters, requiring hundreds of megabytes per transmission [3, 4].
Over many rounds (often 100-1000), total communication can reach gigabytes or terabytes per client [5, 6]. Healthcare
networks may be subject to bandwidth restrictions, firewall policies that limit data transfer, or unreliable connections that
cause dropout [10, 11]. These constraints are almost never modeled in healthcare FL simulations, which typically assume
ideal network conditions with unlimited bandwidth and no transmission failures [12, 13]. Scalable platforms such as
FedEYE have attempted to address these issues, but real-world validation remains limited [29].

Efficiency techniques
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Several techniques reduce communication overhead. Gradient compression methods (quantization, sparsification, or
both) transmit only a fraction of updates, reducing per-round communication by factors of 100 to 1000 [1, 14]. Increasing
the number of local updates per round trades computation for communication, reducing round count but potentially
harming convergence under heterogeneity [2, 15]. Federated averaging with adaptive round schedules can also reduce
communication, but optimal schedules depend on data characteristics that are unknown a priori [3, 17]. These techniques
have been validated in non-healthcare settings but are rarely evaluated in healthcare-specific contexts [4, 18]. Recent
methodological work has proposed communication-efficient architectures for blood cell analysis and other clinical tasks
[27].

Critical assessment

Communication efficiency is systematically ignored in the healthcare FL literature. The vast majority of papers report
simulation results without any discussion of bandwidth requirements, number of rounds, or total data transmitted [19-21].
When communication is mentioned, it is typically to state that FL reduces communication compared to centralized training
—a true but trivial observation that obscures the more relevant question of whether communication overhead is feasible
for real healthcare networks [22, 23]. Fewer than 5% of healthcare FL papers evaluate any compression technique, and
even fewer report wall-clock time or energy consumption, which are the metrics that matter for deployment [24-26].
Surveys of medical FL applications consistently identify communication costs as an understudied barrier to multi-center
collaboration [8, 9].

Real-world deployment case studies

Successful deployments

A small number of genuine FL deployments in healthcare have been documented. The EXAM (EMR CXR Al Model) study
involved 20+ hospitals across multiple continents training a COVID-19 prognosis model without centralizing data,
achieving an AUC of 0.79 on external validation [10, 12]. The Federated Tumor Segmentation (FeTS) initiative deployed
FL across 71 institutions worldwide for brain tumor boundary detection, demonstrating that FL can enable rare disease
research at scale [13, 14, 19]. Other notable examples include thyroid ultrasound analysis in South Korea and retinopathy
of prematurity classification across multiple ophthalmology centers [15, 17, 18, 32]. The Federated Learning for
Computational Pathology study further showed feasibility on gigapixel whole-slide images across multiple sites [18].
These deployments provide proof-of-concept that FL can work in real healthcare environments.

Deployment challenges

Even successful deployments reveal substantial challenges. IT infrastructure across hospitals varies wildly, with firewall
configurations that block peer-to-peer communication, data governance policies that restrict what can be transmitted, and
institutional review board processes that require months or years for multi-site approval [19-21]. The question of who
controls the central aggregator—and whether that entity could potentially inspect updates—creates trust issues that
cryptographic solutions have not fully resolved [3, 22, 23]. Clinician adoption presents another barrier: models that
perform well on average may fail for specific patient subgroups, and the distributed nature of FL makes root-cause
analysis of failures more difficult than in centralized development [24-26]. For ophthalmology applications such as
retinopathy of prematurity, multi-center collaboration has shown promise, but standardization of imaging protocols
remains a hurdle [32]. Similar challenges have been reported for PET imaging across multiple institutions [30].

Critical assessment

The number of healthcare FL papers reporting actual deployment rather than simulation is vanishingly small. A systematic
guantification found that fewer than 5% of FL healthcare studies involve real-world deployment across multiple
institutions, and among those, the median number of sites is less than 10 [1, 14, 19]. The vast majority of papers that
claim "multi-institutional collaboration" have actually partitioned a single public dataset (e.g., BraTS, TCGA, MIMIC)
across virtual clients—a methodological choice that simulates neither privacy constraints nor statistical heterogeneity [2,
20, 21]. This simulation-to-deployment gap is not merely a matter of scale; it reflects fundamental differences in the
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problems that simulation can address versus those that arise in practice [3, 4, 22]. As noted in recent critical reviews,
even well-designed simulation studies often fail to predict real-world performance [27, 28]. The development of
production-ready infrastructure, such as the scalable end-to-end platform FedEYE, represents progress, but widespread
clinical adoption remains distant [29].

Critical synthesis

The research—deployment gap

The gap between FL research and clinical deployment is substantial and appears to be widening rather than closing.
Simulation studies assume IID or near-1ID data partitions, perfect network connectivity, trusted aggregators, and the
absence of privacy attacks—assumptions that are simultaneously convenient for research and invalid for practice [1, 2,
5]. A paper that evaluates FedAvg on lID-partitioned MNIST or CIFAR-10 contributes nothing to understanding whether
FL will work for brain tumor segmentation across hospitals with different MRI scanners [6, 10, 11]. This disconnect
suggests that the incentive structure of academic publishing rewards algorithmic novelty on benchmark datasets over the
unglamorous work of infrastructure building and deployment validation [12, 14]. Recent surveys have called for a
fundamental reorientation of the field toward clinically meaningful endpoints [9, 16, 25].

Overpromised and Underdelivered

The healthcare FL literature has systematically overstated its achievements while underdelivering on its promises. Privacy
guarantees are claimed without differential privacy or attack analysis; statistical heterogeneity is mentioned as a
challenge but tested with IID partitions; communication efficiency is ignored entirely [15, 17, 18]. This pattern is not merely
a matter of incomplete reporting—it reflects a fundamental misalignment between the claims made in abstracts and titles
and the evidence presented in methods and results [19-21]. The consequence is that clinicians and healthcare
administrators reading FL papers may come away with the impression that the technology is ready for deployment when
the evidence suggests otherwise [22-24]. Even well-intentioned methodological advances often fail to translate because
they are not evaluated under realistic conditions [27-28]. The field of medical imaging FL, despite its rapid growth,
remains particularly prone to overoptimistic claims [7, 8].

Table 1 shows an analytical matrix distinguishing commonly stated claims about federated learning in healthcare from the
more robust technical validations and translational evidence required to substantiate those claims in real-world clinical
settings.

Table 1. Analytical Matrix for Evaluating Whether Healthcare Federated Learning Claims Are Technically and
Translationally Justified

Evaluation Typical Claim in What Strong Evidence Common Weakness Why the Weakness
Dimension Healthcare FL Would Require Identified in This Review Matters for Clinical
Papers Translation
Privacy FL is privacy- Explicit privacy mechanism, Privacy is frequently Clinical stakeholders
protection preserving reported differential privacy inferred from data may overestimate safety
because raw parameters (g, d), threat locality alone; most in contexts where patient
data remain local model, and evaluation studies use FedAvg re-identification carries
against gradient inversion without formal privacy legal and ethical
or membership inference guarantees consequences [17, 18]
attacks
Robustness to FL can train Realistically non-11D Many studies use IID or  Reported performance
heterogeneity ~ across hospitals evaluation reflecting mild synthetic non-11D may not transfer to

institutional differences in splits that do not actual hospital
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Communication
feasibility

Deployment
readiness

with different
data distributions

FL is more
efficient than
centralized data
sharing

FL supports
multi-institutional
collaboration in

practice
Reproducibility Privacy
of privacy claims mechanisms are
adequately
described
Institutional Global model
usefulness performance
demonstrates
value
Translational Benchmark
validity success
indicates
practical
readiness
Recommendations

For researchers

(2025) 4:97

devices, populations,
labeling practices, and
workflows

Bandwidth measurements,

round counts, wall-clock

time, failure tolerance, and

network-aware
experimentation

Verified real-world
implementation across
institutions with
governance, IT, and
workflow integration
evidence

Full reporting of DP
budgets, aggregation
protocol, attack

assumptions, and privacy-

performance trade-offs

Reporting both global and
site-level performance,
including subgroup
variability and local failure
analysis

Evidence that the
experimental setup
reproduces the

sociotechnical constraints of

healthcare deployment

resemble multi-
institutional healthcare
settings

Communication
assumptions are often
idealized, with no
modeling of firewall
barriers, dropout, or
constrained hospital
networks

Many “multi-site” studies
partition public datasets
across virtual clients
rather than deploying
across actual hospitals

Among papers using

differential privacy, many

fail to report complete
parameters

Many studies optimize
global averages while
ignoring performance at
individual institutions

Benchmark-driven
novelty often substitutes
for translational realism
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populations,
undermining local trust
and utility [19, 20]

A technically successful
method may still be
operationally infeasible
in real healthcare
infrastructure [17, 18]

Simulation success does
not establish clinical
deployability or
institutional
trustworthiness [23, 24]

Without complete
reporting, privacy claims
cannot be independently

interpreted or
reproduced [25, 26]

Clinicians care about
performance on their
own patients, not only
federation-wide
aggregate metrics [24-
26]

The literature risks
becoming internally valid
but externally irrelevant
to clinical practice [1, 2,
5]

Researchers must report differential privacy parameters (¢ and &) for any FL paper making privacy claims, and in the
absence of DP, should explicitly state that no mathematical privacy guarantee is provided [1, 17, 25]. Evaluation should

use non-lID partitions that reflect real institutional differences (different device manufacturers, patient demographics, or
labeling protocols) rather than random Dirichlet sampling. Communication constraints should be modeled with realistic
bandwidth limits and dropout rates. Finally, researchers should publish deployment case studies including failures, as
negative results are essential for progress but currently go unreported [2-4]. For medical imaging in particular,
standardized heterogeneity benchmarks are urgently needed [7, 16].

For journal editors and reviewers
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Editors and reviewers should reject FL papers that claim privacy benefits but do not include differential privacy or a formal
attack analysis [5, 6, 26]. Papers evaluating heterogeneity should be required to justify that their non-IID partitions
resemble real healthcare settings, not merely that they are non-IID in a technical sense [10-12]. Communication efficiency
claims should be supported by measurements of bandwidth, round count, and wall-clock time rather than theoretical
compression ratios [13-15]. Raising these standards will reduce the volume of publishable FL papers but improve the
quality of evidence available to clinicians and policymakers. Recent editorials have endorsed similar positions [9, 28].

For healthcare institutions

Healthcare institutions considering FL deployment should conduct independent privacy audits before implementation, as
published claims from FL vendors or research teams may not reflect actual risk [17-19]. Pilot studies should start with
small numbers of sites (2-3) and low-stakes use cases (research analytics rather than clinical decision support) before
scaling [20-22]. IT security teams should be involved from the earliest planning stages to address firewall configurations,
data governance, and incident response procedures [23-25]. No healthcare institution should deploy FL for high-stakes
clinical decisions without specific regulatory guidance, which currently does not exist in most jurisdictions [1, 3, 26]. For
ophthalmology and other specialty domains, consortium-based approaches such as those used in retinopathy of
prematurity research offer a model for cautious scaling [32].

Research gaps

Privacy-accuracy trade-off quantification

The relationship between privacy budget and model accuracy in healthcare FL is severely understudied. Existing work
has not established what values of € (e.g., 1, 5, 10) constitute meaningful privacy protection for medical data, nor has it
qguantified the accuracy loss clinicians should expect at each privacy level [1, 17, 21]. This gap prevents informed
decision-making: a hospital administrator cannot choose between a model with e=2 and AUC 0.85 versus €=10 and AUC
0.88 without knowing what those ¢ values mean for patient re-identification risk [2-4]. Research is needed to calibrate DP
parameters to specific healthcare use cases and attack scenarios. Recent work on privacy preservation has begun to
address these questions, but consensus standards are lacking [28].

Heterogeneity-robust FL

Algorithms that work across extreme statistical heterogeneity—different patient populations, imaging devices, and
labeling practices—remain an open problem. FedProx and Scaffold improve on FedAvg but still assume that a single
global model can serve all sites, which may be false when sites serve fundamentally different patient cohorts [5, 6, 10].
Personalization approaches (multi-task learning, model interpolation, local fine-tuning) are promising but add complexity
and have not been systematically compared [11-13]. Research should prioritize settings where heterogeneity is maximal
(e.g., community hospitals versus academic medical centers) rather than minimal (e.g., different folds of the same public
dataset) [14, 15]. For PET imaging and nuclear medicine, where hardware and reconstruction algorithms vary widely,
heterogeneity-robust methods are particularly critical [30].

Production-ready FL infrastructure

Open-source FL platforms (NVFlare, FedML, OpenFL) have advanced substantially, but none fully address the
constraints of real healthcare environments: asynchronous clients that join and leave unpredictably, heterogeneous
hardware and network bandwidth, strict security requirements including hardware security modules, and integration with
existing clinical workflows [18-20]. Most platforms assume synchronous training rounds, which fail when a single
hospital's IT outage blocks the entire federation [21-23]. Research is needed on FL infrastructure that tolerates real-world
unreliability while maintaining privacy and convergence guarantees [24-26]. End-to-end platforms such as FedEYE
represent progress, but they have not yet been validated at scale across diverse healthcare systems [29]. Additionally,
infrastructure for rare disease research—such as that required for age-related macular degeneration—requires
specialized handling of small sample sizes per site [31].
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Implications

For research practice

The field must shift its emphasis from simulation to deployment, even if that means smaller-scale studies, longer
timelines, and messier results. Publishing negative results—e.g., "FedAvg diverged on real hospital data"—would provide
valuable information that currently remains in lab notebooks [1-3]. Code and privacy parameters should be shared as a
condition of publication, enabling replication and critical reanalysis. Without these changes, healthcare FL research will
continue to produce papers that are internally valid (the algorithm works on the partitioned benchmark) but externally
invalid (the algorithm fails in the hospital) [4-6]. Surveys of the field consistently call for higher empirical standards,
particularly in medical imaging where simulation-to-reality gaps are largest [7, 8, 16].

Table 2 shows a translational readiness framework outlining how federated learning research in healthcare must move
beyond simulation-convenient assumptions toward deployment-grade evidence spanning privacy guarantees, data

heterogeneity, communication efficiency, governance structures, and regulatory compliance.

Table 2. Translational Readiness Framework for Federated Learning in Healthcare: From Simulation Convenience to
Deployment-Grade Evidence

Translational
Domain

Data distribution
design

Privacy
assurance

Aggregator trust
model

Communication
setting

Performance
target

Deployment
evidence

Simulation-
Convenient
Research Practice

IID or mildly non-
11D partitions from
a single public
dataset

Reliance on “data
never leave the
site” rhetoric

Implicitly trusted
central server

Unlimited
bandwidth,
synchronous
rounds, no failures

Global average
performance

Virtual clients
framed as multi-

Deployment-Grade
Standard

Institutionally grounded
non-11D settings reflecting
scanner, workflow,
demographic, and labeling
variation

Formal privacy mechanisms
such as differential privacy,
secure aggregation, and
explicit attack evaluation

Explicit governance model,
auditable aggregation, or
cryptographically protected
server visibility

Network-aware evaluation
with dropout, bandwidth
limits, latency, and
asynchronous participation

Joint reporting of global,
site-level, and subgroup
performance

Real hospitals, actual
governance approvals, IT

Key Trade-off
Introduced

Greater experimental
difficulty and less
stable benchmark

performance

Stronger privacy often
reduces accuracy and
increases complexity

Increased coordination
burden and
computational cost

Slower training and
more irregular
convergence behavior

Improvements for one
site may reduce
aggregate
performance, or vice
versa

Smaller samples,
slower timelines, and

Strategic Implication for

Future Research

Progress should be

judged by realism, not by

maintaining easy
convergence

Future work must
quantify privacy-
accuracy trade-offs
rather than treating
privacy as binary

Trust architecture must

be treated as part of the

method, not as a

background assumption

Operational feasibility
metrics should become
standard reporting
requirements

Personalization versus

generalization should be

treated as a central
design choice

Real deployment studies

should be valued even
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institutional integration, and more negative results when technically less
collaboration documented operational polished
barriers
Failure reporting  Publication bias Inclusion of divergence, Apparent field Publishing failures would
toward successful dropout, privacy failure, and progress may look accelerate cumulative
experiments integration failure cases slower learning and reduce
overclaiming
Clinical use-case High-visibility Low-stakes research Reduced novelty and Safer incremental
selection diagnostic or analytics or phased pilots weaker headline deployment pathways
prediction tasks before clinical decision claims are more credible than
support immediate high-stakes
claims
Regulatory Assumed Explicit analysis of GDPR,  More interdisciplinary Regulatory readiness
alignment compatibility with HIPAA, FDA, EMA, and work and slower must become part of
existing Al local data governance publication cycles translational readiness,
governance implications not an afterthought
frameworks
Infrastructure Prototype Production-tolerant systems More engineering The field must reward
maturity platforms under able to handle effort than algorithmic infrastructure realism
controlled heterogeneous hardware, novelty alongside algorithmic
conditions outages, and security contribution
controls

For clinical practice

Clinicians should regard current FL systems as research tools rather than production-ready technologies for high-stakes
decisions. The absence of differential privacy in most implementations means that gradient leakage attacks remain
possible, and the lack of rigorous heterogeneity evaluation means that model performance on local patients is uncertain
[10-12]. For low-stakes applications (retrospective research, quality improvement, administrative prediction), FL can be
useful with appropriate safeguards. For clinical decision support where patient harm is possible, additional privacy
guarantees (DP with €<10, secure aggregation) and local validation are necessary [13-15]. In ophthalmology and other
imaging-heavy specialties, FL has shown promise for research consortia, but clinical adoption should await stronger
privacy and validation standards [31, 32].

For policy and regulation

Regulatory bodies including the FDA (United States) and EMA (Europe) should develop specific guidance for FL-based
clinical Al, as current frameworks assume centralized data collection. Minimum privacy standards should be specified: for
example, requiring differential privacy with reported € and &, or mandating independent security audits before deployment
[17-19]. Data protection authorities should clarify whether FL constitutes a transfer of personal data under regulations like
GDPR and HIPAA—a question that currently has no settled answer [20-22]. Policymakers should also fund infrastructure
for privacy-preserving multi-site research, as the private sector has insufficient incentive to build capabilities that are
expensive and not directly revenue-generating [23-25]. The emergence of platforms such as FedEYE demonstrates
technical feasibility, but regulatory frameworks have not kept pace [29]. Recent methodological reviews have echoed
these calls for policy engagement [27, 28].

Conclusion
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This critical review has evaluated the federated learning literature in healthcare from 2017 to 2024, focusing on privacy
guarantees, statistical heterogeneity, communication efficiency, and real-world deployment. The findings are sobering:
privacy claims are systematically overstated, with most papers using FedAvg without differential privacy; statistical
heterogeneity remains unsolved, with evaluation on IID partitions that do not reflect clinical reality; communication
efficiency is largely ignored; and fewer than 5% of papers report actual deployment rather than simulation .

The gap between FL research and clinical deployment is substantial. The assumptions that enable simulation—IID data,
ideal networks, trusted aggregators, no privacy attacks—are precisely the conditions that do not hold in healthcare
practice . This disconnect suggests that the current incentive structure in academic publishing rewards volume and
novelty over rigor and translational validity. Without course correction, the field risks producing a large body of simulation-
based literature that has little relevance to the clinicians, patients, and administrators who would need to trust FL systems.
Surveys across medical imaging, radiology, and ophthalmology consistently identify the same translational barriers.

The path forward requires rigorous privacy analysis (differential privacy with reported parameters), realistic heterogeneity
evaluation (non-1ID splits reflecting institutional differences), communication efficiency measurement (bandwidth, rounds,
wall-clock time), and—most importantly—deployment case studies including failures. Researchers, journal editors,
healthcare institutions, and regulators each have roles to play in raising standards. End-to-end platforms and production-
ready infrastructure are under development, but widespread clinical deployment remains years away. Federated learning
remains a promising approach for privacy-preserving multi-institutional healthcare Al, but realizing that promise will
require acknowledging current limitations rather than overstating achievements.
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