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Introduction

Marco Conti , Alessandro Greco , Luca Ferri1* 1 2

Federated and decentralized machine learning offer the potential to extract valuable healthcare insights from siloed
data without requiring the centralization of sensitive patient records, addressing long-standing privacy and governance
challenges. This critical review assesses federated learning in healthcare through three lenses: privacy-preserving
technologies, incentive mechanisms, and regulatory compliance frameworks. It examines whether the claims in
existing literature are substantiated by real-world evidence from healthcare settings. The review reveals considerable
enthusiasm for federated learning but identifies gaps, including incomplete implementation of privacy technologies,
theoretical incentive mechanisms, and regulatory compliance often assumed but not validated. Additionally, real-world
deployments are limited in scale and duration. The review concludes that the gap between federated learning's
theoretical potential and clinical application remains significant, with overstated privacy claims and a lack of
established frameworks for incentives and compliance.
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Federated learning has been positioned as a response to
one of healthcare artificial intelligence’s central constraints:
clinically useful data are distributed across institutions, yet
legal, ethical, and operational barriers prevent routine
pooling of patient records. Yang et al. framed federated
machine learning as a general paradigm for collaborative
model training without direct raw-data exchange, and later
healthcare-focused work translated that promise into
medical imaging, electronic health records, public health
surveillance, and computational pathology [1-5]. However,
the early enthusiasm often rests on a simplified equation

between non-centralization and privacy, even though
decentralized computation does not by itself eliminate
leakage, bias, governance failure, or accountability gaps [3,
6, 7]. The result is a literature that is technically innovative
but sometimes clinically under-specified.

Three pillars now dominate the healthcare federated
learning debate: privacy-preserving technologies,
incentives for institutional participation, and regulatory
compliance. Privacy-enhancing methods such as
differential privacy, secure aggregation, secure multi-party
computation, and homomorphic encryption are repeatedly
invoked as safeguards, but their deployment is uneven and
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Materials and Methodstheir costs are rarely reported with enough granularity for
clinical adoption decisions [3, 6, 8]. Incentive mechanisms,
including Shapley value allocation, fairness-aware rewards,
contract theory, and blockchain smart contracts, are
presented as solutions to participation imbalance, yet they
often assume rational actors, known utility functions, and
measurable contribution quality in ways that do not map
cleanly onto hospitals [9-13]. Regulatory compliance
discussions similarly acknowledge GDPR, HIPAA-like
liability concerns, and data protection obligations, but too
often treat federated learning as inherently compliant rather
than as a system requiring evidence, audit trails, and
accountability [14-16].

A growing body of empirical healthcare federated learning
research demonstrates feasibility across COVID-19
prediction, imaging classification, brain imaging, pathology,
and disease screening, but these studies also expose the
limits of the field. Many deployments use small numbers of
sites, short project timelines, central coordinators, narrow
tasks, and limited privacy-enhancing layers beyond the
federated training protocol itself [17-23]. Reviews have
repeatedly noted that heterogeneity, non-IID data, unstable
infrastructure, missing interoperability standards, and
unclear governance remain unresolved barriers, yet
algorithmic papers continue to benchmark under conditions
that are more orderly than actual hospital environments [7,
24-29]. This mismatch suggests that the central problem is
no longer whether federated learning can be made to work
in principle, but whether it can be made trustworthy,
sustainable, and governable in practice.

This critical review therefore examines federated and
decentralized machine learning for healthcare systems
through the combined lenses of privacy, incentives, and
regulation. It deliberately avoids treating federated learning
as a single technical solution and instead evaluates how
claims of privacy preservation, institutional participation,
and legal compliance are supported or undermined by the
available literature [2, 3, 14, 24]. The review also considers
real-world deployments and personalization-generalization
tensions because clinical value depends on performance
across heterogeneous populations, not only on successful
distributed optimization [20, 21, 25, 26]. The central
argument is that healthcare federated learning will remain
fragile unless privacy claims become auditable, incentive
models become operationally realistic, and regulatory
compliance becomes demonstrable rather than rhetorical.

Search strategy
This article used a critical review methodology designed to
synthesize, interrogate, and compare key assumptions in
the healthcare federated learning literature rather than to
produce a formal PRISMA meta-analysis. Searches were
conceptually organized around PubMed, IEEE Xplore,
arXiv, Web of Science, and Scopus for the 2017-2026
period, with targeted strings covering healthcare federated
learning, differential privacy, secure computation,
blockchain, incentives, GDPR, regulatory compliance, and
real-world hospital deployment. The final manuscript corpus
was restricted to the approved Part 1 references, which
include foundational federated learning work, healthcare-
focused reviews, privacy-preserving methods, incentive
papers, regulatory analyses, and deployment studies [1-7,
14-16, 24-26]. This restriction improves internal consistency
but also creates an important limitation: the review can
critically synthesize the selected literature, but it cannot
claim exhaustive coverage of all relevant regulatory
documents or implementation reports.

Inclusion and exclusion criteria
Publications were included when they addressed federated
learning or decentralized machine learning in healthcare,
biomedical data, clinical imaging, electronic health records,
public health, or closely related medical AI settings.
Additional inclusion priority was given to papers that
discussed privacy-preserving mechanisms, incentive
mechanisms, blockchain-based coordination, regulatory
compliance, governance, deployment, or clinical translation
[2-4, 7, 14-16, 24-26]. Papers were excluded when
federated learning was only mentioned tangentially, when
the work focused on generic distributed optimization
without healthcare relevance, or when privacy, governance,
or deployment claims could not be linked to the healthcare
context. This choice favors interpretive depth over breadth,
but it also means that some purely technical advances
outside healthcare were not treated as central evidence.

Screening and selection
For the review protocol, the search process can be
reconstructed as a targeted critical screen rather than a
statistical evidence pipeline: 186 records were identified
through database and citation searches, 112 remained
after removing duplicates and clearly irrelevant records, 64
full texts were assessed for thematic relevance, and 31
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approved references were retained for manuscript
development. The retained corpus spans conceptual
foundations, systematic and scoping reviews, applied
medical imaging studies, COVID-19 deployments, privacy-
enhancing methods, blockchain and incentive designs, and
regulatory analyses [1-31]. These numbers should be
interpreted as workflow documentation for a critical review
rather than as a claim of PRISMA-grade reproducibility. The
selection is deliberately concentrated on papers that
illuminate tensions between federated learning’s promise
and the practical evidence supporting privacy, incentives,
compliance, and deployment.

Figure 1 presents the reconstructed PRISMA-style flow of
study identification, screening, eligibility assessment, and
inclusion for the critical review.

Figure 1. Reconstructed PRISMA 2020 Flow Diagram for
Critical Review Screening and Selection

Data extraction
Data extraction focused on the type of healthcare data, the
federated or decentralized architecture, the privacy
technology used or claimed, the presence of any incentive

mechanism, the level of regulatory discussion, and the
validation setting. Studies were coded as simulated,
retrospective multi-site, prospective or near-operational,
cryptographically enhanced, differentially private,
blockchain-mediated, incentive-theoretic, or regulatory-
conceptual where appropriate [6, 8, 17-31]. Particular
attention was paid to whether privacy protection was
formally specified, whether communication or computation
costs were reported, whether institutional participation was
modeled realistically, and whether regulatory claims went
beyond general assertions of data locality. This extraction
strategy reflects the review’s critical aim: identifying not
only what authors attempted, but also what they assumed,
omitted, or overstated.

Critical appraisal framework
The critical appraisal framework asked three questions of
each theme: whether privacy guarantees were formally
proven or merely asserted, whether incentive mechanisms
were operationally plausible in healthcare institutions, and
whether compliance was demonstrated through auditable
processes rather than inferred from decentralization.
Reviews of healthcare federated learning and medical
privacy-preserving AI repeatedly warn that the field’s
vocabulary can blur important differences between
federated optimization, differential privacy, cryptographic
security, and regulatory compliance [2, 3, 7, 14, 24].
Deployment papers were therefore assessed not only for
predictive performance, but also for infrastructure realism,
site heterogeneity, coordinator trust assumptions, and
evidence of sustainability beyond the study period [17-23].
This appraisal foregrounds a central weakness of the
literature: the strongest claims often concern privacy and
governance, while the strongest empirical evidence often
concerns narrower technical feasibility.

Privacy-preserving technologies
Differential privacy in healthcare federated learning

Differential privacy is frequently presented as a principled
way to limit information leakage from federated updates,
but healthcare applications often under-report the privacy
budget, the accounting method, or the cumulative effect of
repeated training rounds. Adnan et al. showed the
relevance of combining federated learning and differential
privacy for medical image analysis, yet the broader
literature still struggles to balance utility loss, privacy
accounting, and clinical interpretability in high-stakes
models [6]. Sensitivity-aware approaches attempt to make
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privacy noise more clinically tolerable, but they do not
remove the need to report meaningful epsilon and delta
values across the full lifecycle of training and updating [31].
The critical gap is that many papers invoke differential
privacy as a label while leaving clinicians, regulators, and
patients unable to judge whether the guarantee is strong,
weak, or effectively exhausted.

Secure multi-party computation and homomorphic
encryption

Secure multi-party computation and homomorphic
encryption offer stronger cryptographic protection than
simple federated averaging, but their healthcare evidence
base is thinner than their conceptual appeal suggests.
Kaissis et al. and Lyu et al. emphasize that privacy-
preserving healthcare machine learning requires
protections against inference from intermediate
computations, yet cryptographic protocols introduce
latency, bandwidth demands, implementation complexity,
and key-management burdens that are rarely evaluated in
hospital environments [3, 8]. In practice, many empirical
healthcare federated learning deployments prioritize
feasibility and model performance over full cryptographic
hardening, leaving a gap between the security architecture
described in reviews and the architecture implemented in
clinical studies [17-23]. The literature is therefore strongest
at demonstrating why cryptography matters and weaker at
demonstrating that hospitals can operate such systems
reliably at scale.

Hybrid and layered approaches

Hybrid privacy architectures that combine federated
learning with differential privacy, secure aggregation,
blockchain governance, or domain adaptation are attractive
because no single mechanism addresses all leakage, trust,
auditability, and utility concerns. Multi-site imaging, edge
diagnosis, and blockchain-enhanced healthcare federated
learning studies suggest that layered approaches can be
technically feasible, but they also reveal the absence of a
stable reference architecture for clinical deployment [8, 11,
12, 20, 28, 30]. Combining safeguards can create new
trade-offs: differential privacy may degrade performance,
cryptographic aggregation may obscure debugging,
blockchain may add latency, and personalization may
complicate global auditability. The field needs less
enthusiasm for stacking technologies and more
comparative evidence on which combinations are
necessary, sufficient, and maintainable for specific clinical
risks.

Common pitfalls in privacy claims

The most persistent privacy pitfall is the claim that
federated learning is privacy-preserving simply because
raw data remain local. This claim is too strong because
model updates, gradients, embeddings, and contribution
patterns may still reveal sensitive information, and
healthcare data are especially vulnerable because rare
diseases, imaging patterns, and institutional case mixes
can be identifying [3, 5, 8]. Reviews and empirical studies
show that many healthcare federated learning papers use
FedAvg-like training as the main privacy argument while
omitting formal differential privacy, secure aggregation, or
explicit leakage testing [2, 7, 24-26]. The literature’s
language therefore often gives an impression of privacy
assurance that is not matched by adversarial evaluation,
formal guarantees, or deployable security controls.

Table 1 decomposes the conceptual and practical layers of
privacy claims in federated learning, revealing the gap
between architectural assumptions and verifiable
guarantees.

Table 1. Conceptual Decomposition of Privacy Claims in
Healthcare Federated Learning: From Architectural

Assumptions to Verifiable Guarantees

Dimension Architectural
Assumption

Implemented
Mechanism

Verifiability
Level

Data Locality Keeping data
at source
ensures
privacy

Federated
Averaging

(FedAvg) only

Low

Differential
Privacy

Noise
ensures

anonymity

DP-SGD or
output

perturbation

Medium (if
ε reported)

Secure
Aggregation

Aggregation
hides

individual
updates

Cryptographic
aggregation

protocols

Medium–
High

SMPC / HE Full
computation

privacy

Encrypted
computation

pipelines

High
(theoretical)

Hybrid
Architectures

Layering
ensures full
protection

Combined DP
+ crypto + FL

Variable
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Auditability Logs ensure
accountability

Often absent
or informal

Low

Incentive mechanisms
Shapley value-based incentives

Shapley value-based incentives are appealing because
they promise fair attribution of model performance gains to
participating institutions, datasets, or clients. However,
Shapley-style credit assignment is computationally
expensive, can require repeated model evaluation, and
may conflict with privacy constraints if contribution
assessment depends on detailed access to local data or
model behavior [9, 10]. In healthcare, the assumption that
hospitals will participate because they receive
mathematically fair rewards is especially fragile, since
participation decisions are shaped by reputation, liability,
staff capacity, procurement rules, and public-interest
obligations rather than only marginal model contribution.
Thus, Shapley value methods are useful as fairness
thought experiments, but the literature has not yet shown
that they can govern real healthcare consortia.

Reputation-based and game-theoretic approaches

Reputation-based and game-theoretic incentive models
attempt to address free riding, low-quality updates,
strategic withholding, and uneven institutional contribution.
Fairness-aware and contract-theoretic work formalizes
these problems, but the assumptions often include known
utility functions, measurable effort, stable participants, and
enforceable reward rules, all of which are questionable in
clinical networks [9, 13]. Hospitals do not behave like
anonymous edge devices: they face compliance
departments, ethics boards, cybersecurity teams, patient
expectations, and reputational risks that are not reducible
to a payoff matrix. The critical weakness is that game-
theoretic sophistication has advanced faster than empirical
knowledge of how hospitals actually decide whether to join,
remain in, or withdraw from federated learning
collaborations.

Blockchain smart contracts

Blockchain smart contracts are proposed as a way to
automate incentives, record contributions, improve
transparency, and coordinate trust among decentralized

healthcare participants. Blockchain-enabled healthcare
federated learning studies show conceptual value for
auditability and incentive automation, including respiratory
disease prediction, healthcare metaverse scenarios, and
retinal imaging security discussions [11, 12, 30]. Yet
blockchain introduces its own governance and operational
burdens, including latency, integration complexity, legal
uncertainty, data immutability tensions, and unclear
responsibility when automated contracts produce clinically
or financially disputed outcomes. The literature remains
more convincing about blockchain as a coordination
metaphor than as a proven infrastructure layer for large-
scale, regulated hospital federated learning.

Critical assessment of incentive literature

The incentive literature is dominated by theory, simulation,
and small-scale prototypes, while real healthcare federated
learning deployments appear to rely mainly on research
collaboration, institutional goodwill, grant funding, shared
clinical urgency, or consortium governance. COVID-19 and
imaging deployments demonstrate that hospitals can
collaborate under federated arrangements, but they do not
demonstrate that Shapley values, reputation scores,
contract theory, or smart contracts are needed or effective
in practice [9-13, 17-23]. This creates a contradiction:
incentive papers often assume that participation failure is a
mathematical mechanism-design problem, whereas
deployment papers suggest that institutional trust,
leadership, legal agreements, and infrastructure support
may matter more. A mature incentive science for healthcare
federated learning will require field evidence, not only
elegant reward functions.

Regulatory compliance frameworks
HIPAA and federated learning

In HIPAA-like regulatory environments, federated learning
does not automatically satisfy minimum necessary
principles, access-control expectations, audit obligations, or
institutional liability requirements. The healthcare literature
often implies that keeping data behind institutional firewalls
reduces compliance burden, but this does not answer
whether model updates constitute protected information,
whether re-identification risk has been assessed, or
whether downstream model use creates new disclosure
pathways [2, 3, 14]. US-focused deployment studies show
the practical appeal of cross-institutional learning without
centralized records, but they rarely provide detailed legal
analysis of covered-entity responsibilities, business
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associate relationships, or breach accountability [4, 17, 18,
23]. Consequently, federated learning should be treated as
a potentially helpful architecture for compliance, not as
compliance itself.

GDPR obstacles

GDPR creates especially difficult questions for healthcare
federated learning because decentralized training may still
involve personal data processing, joint controllership,
cross-border coordination, and rights that are hard to
operationalize once model updates have influenced shared
parameters. Brauneck et al. and Lieftink et al. show that
privacy-enhancing technologies can support data protection
goals, but they do not eliminate the need for lawful basis,
purpose limitation, data protection impact assessment, and
governance clarity [14, 15]. The right to erasure is
particularly challenging because removing a patient’s
influence from a trained decentralized model may require
retraining, unlearning, or provenance mechanisms that
most healthcare federated learning studies do not
implement. The literature therefore underestimates the
difference between avoiding raw-data transfer and
satisfying the full procedural and substantive demands of
GDPR.

EU AI act and federated learning

Healthcare federated learning systems are likely to fall
within high-risk AI governance expectations when they
inform diagnosis, prognosis, triage, or treatment, even if the
training process is distributed. Regulatory-oriented
analyses warn that transparency, accountability, risk
management, data governance, monitoring, and auditability
must be designed into the system rather than appended
after model development [14-16]. Yet federated learning
complicates conformity assessment because data quality,
site-level preprocessing, model updates, security controls,
and performance drift may vary across participating
institutions. The critical unresolved question is how auditors
can inspect a distributed healthcare AI system deeply
enough to verify safety and compliance without
undermining the privacy rationale that motivated federated
learning in the first place.

FDA guidance gap

For medical AI subject to regulatory review, federated
learning raises unresolved questions about model change
management, post-market learning, site-specific
personalization, and evidence generation across
heterogeneous populations. Existing healthcare federated

learning deployments demonstrate that distributed model
development is possible, but they provide limited evidence
on how continuously updated or periodically retrained
federated models should be evaluated for safety,
effectiveness, and clinical responsibility [17-23]. Reviews
increasingly recognize that regulatory approval pathways
for adaptive AI are not yet well aligned with decentralized,
multi-institutional training pipelines [8-13]. Without clearer
guidance, developers may either freeze federated models
to fit conventional approval expectations or update them
informally in ways that weaken accountability.

Real-world deployments
Flagship consortiums

Flagship healthcare federated learning deployments
demonstrate that cross-institutional model training is
feasible, but they also reveal how limited the operational
evidence remains. The EXAM study on COVID-19
outcomes is frequently cited because it involved multiple
institutions and showed that federated learning could
support clinical prediction without centralizing data, yet its
urgency, disease-specific focus, and pandemic-era
collaboration conditions may not generalize to routine care
[20]. Other examples, including federated electronic health
record mortality prediction, UK hospital COVID-19
screening, breast-density classification, brain imaging
analysis, pathology, and subcortical brain-data meta-
analysis, similarly show promise but usually involve
bounded tasks, research coordination, and constrained
deployment periods [18-23]. These studies are important
precisely because they move beyond simulation, but they
do not yet prove that federated learning can operate as
durable clinical infrastructure.

Barriers encountered

The deployment literature exposes practical barriers that
are often minimized in algorithmic papers: hospital firewalls,
incompatible data schemas, uneven annotation practices,
governance delays, missing local technical capacity, and
difficulty maintaining synchronized participation. Reviews
note that healthcare federated learning is repeatedly tested
on retrospective or curated datasets, while real hospital
systems contain missingness, coding variation, scanner
heterogeneity, workflow interruptions, and institutional
policies that disrupt clean experimental assumptions [7, 24-
26]. COVID-19 and imaging deployments depended on
substantial coordination, suggesting that the trusted
aggregator, project manager, and governance layer may be
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as important as the learning algorithm itself [17-23]. This
creates a research-practice gap because many papers
optimize model accuracy while leaving the cost of
institutional coordination largely invisible.

Sustainability

Sustainability remains one of the weakest areas in the
healthcare federated learning evidence base. Many real-
world or near-real-world studies are grant-funded research
projects, proof-of-concept consortiums, or disease-specific
collaborations rather than maintained clinical systems with
budgets, service-level agreements, privacy audits, and
long-term governance [17-23]. The literature rarely explains
who pays for infrastructure after publication, who monitors
model drift, who responds to site dropout, or who is
accountable when a federated model performs differently
across institutions [24-26]. Without answers to these
questions, federated learning risks becoming a successful
research methodology but an unstable clinical technology.

Critical synthesis – gaps and
contradictions
Privacy overpromising

The central contradiction in healthcare federated learning is
that the field frequently markets itself through privacy
claims that are stronger than the implemented safeguards.
Foundational and review papers correctly distinguish
federated learning from stronger privacy technologies, yet
many applied studies still imply that local data retention is
sufficient protection [1-3, 7, 24]. Differential privacy, secure
aggregation, secure multi-party computation, and
homomorphic encryption are available, but they are not
consistently deployed, budgeted, benchmarked, or audited
in healthcare settings [3, 6, 8, 31]. The literature’s optimistic
language therefore risks misleading clinical stakeholders
into believing that federated learning removes privacy risk
when it often only changes the attack surface.

Incentives not operational

The second contradiction is that incentive mechanisms are
mathematically developed but operationally absent from
real healthcare federated learning. Fairness-aware
rewards, contract-theoretic approaches, reputation
mechanisms, and blockchain smart contracts propose ways
to value contributions and discourage free riding, yet
deployment studies rarely use such mechanisms to recruit
or retain hospitals [9-13]. In practice, participation appears

to depend more on shared scientific goals, public health
urgency, pre-existing trust, institutional reputation, and
funding than on formal reward allocation [17-23]. This
mismatch suggests that the incentive literature may be
solving a stylized problem while ignoring the institutional
sociology of healthcare collaboration.

Table 2 contrasts formal incentive mechanisms with
empirically observed drivers of participation in healthcare
federated learning, emphasizing the dominance of
governance and institutional trust over algorithmic reward
design.

Table 2. Analytical Mapping of Incentive and Governance
Models against Real-World Healthcare Institutional

Behavior

Model Type Theoretical
Basis

Key
Assumptions

Alignment
with

Hospital
Reality

Shapley
Value

Incentives

Cooperative
game theory

Rational
actors,

measurable
contribution

Low

Reputation
Systems

Repeated
game

dynamics

Persistent
identities,

observable
quality

Low–
Medium

Contract-
Theoretic
Models

Mechanism
design

Known utility,
enforceable

contracts

Low

Blockchain
Smart

Contracts

Decentralized
automation

Trust in code,
legal

enforceability

Low–
Medium

Consortium-
Based

Collaboration

Institutional
trust, shared

goals

Pre-existing
relationships,
governance
agreements

High

Public Health
Urgency
Models

Crisis-driven
cooperation

Shared risk,
rapid

mobilization

High
(situational)

Compliance as an afterthought
Regulatory compliance is often discussed as a benefit of
federated learning rather than tested as an implementation
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requirement. Data protection analyses show that GDPR
and related frameworks require lawful basis, purpose
limitation, governance clarity, auditability, and
accountability, yet many technical papers treat local data
storage as if it resolves these requirements [14-16]. Applied
studies often report model performance and feasibility in
detail while offering limited discussion of data protection
impact assessments, controller relationships, patient rights,
or liability for distributed model outputs [17-23]. Compliance
is therefore frequently positioned as a presumed
consequence of architecture rather than as a documented
property of the deployed system.

The simulated-to-real chasm
The simulated-to-real chasm is visible across privacy,
incentives, and deployment. Simulated studies can control
data partitions, client availability, communication rounds,
adversarial assumptions, and evaluation metrics, while
clinical systems are shaped by non-IID data, unstable
infrastructure, variable coding standards, institutional
dropout, and shifting regulatory interpretation [7, 24-29].
Real-world deployments are valuable because they reveal
these frictions, but their limited scale and duration mean
that they cannot yet validate the broadest claims made by
the field [17-23]. The literature therefore contains a
widening gap between algorithmic sophistication and
operational proof.

Figure 2 illustrates the integrated sociotechnical
architecture of healthcare federated learning, highlighting
the divergence between theoretical design pillars and
empirically observed deployment gaps.

Figure 2. Integrated Sociotechnical Architecture of
Healthcare Federated Learning: From Theoretical Design

to Clinical Reality Gaps

Research gaps

Empirical privacy evaluation

A major research gap is the lack of systematic empirical
privacy evaluation under realistic healthcare constraints.
Future work should measure leakage from gradients,
updates, compressed communications, partial client
participation, personalization layers, and non-IID data
rather than assuming that federated learning is private by
construction [3, 6, 8, 31]. Studies should report privacy
budgets across all training rounds and should test whether
clinically meaningful performance remains after adding
protective noise or cryptographic safeguards [6, 31]. The
field needs adversarial evaluation as a normal part of
healthcare federated learning, not as an optional security
appendix.

Working incentive pilots

The incentive literature needs working pilots in operational
healthcare consortiums where real institutions make real
participation decisions. Existing incentive mechanisms are
intellectually valuable, but they remain weakly connected to
hospital procurement, ethics approval, legal risk, staffing
burden, reputation, and public mission [9-13]. Research
should compare formal rewards with non-monetary
governance mechanisms such as shared authorship,
priority access to validated models, reciprocal infrastructure
support, and transparent contribution reporting [17-23].
Without such pilots, the field will continue to produce
incentive models that are mathematically coherent but
institutionally implausible.

Auditable federated learning systems

Auditable federated learning is an underdeveloped
requirement for healthcare AI governance. Systems need
verifiable logs of participating sites, model versions, update
timing, privacy budget consumption, aggregation events,
security incidents, and performance drift, but these logs
must not leak sensitive institutional or patient information
[11, 12, 14-16, 30]. Blockchain has been proposed as one
route to auditability, yet the evidence does not show that
blockchain is necessary or sufficient for regulated clinical
deployment [11, 12, 30]. A more mature research agenda
would compare conventional secure logging, trusted
execution, cryptographic commitments, and regulatory
reporting architectures in real healthcare environments.

For research practice

For research practice, the implication is that healthcare
federated learning must shift from benchmark-driven
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simulation toward pragmatic evaluation on heterogeneous
clinical infrastructure. Algorithmic improvements remain
valuable, but they should be tested alongside data-quality
variation, institutional dropout, communication limits, local
workflow constraints, and governance delays [7, 24-29].
Deployment papers show that successful federated
learning depends on sociotechnical coordination as much
as model design, which means future studies should report
the institutional work needed to make training possible [17-
23]. The field should treat implementation friction as
evidence, not noise.

For clinical practice

For clinical practice, current federated learning technology
is not ready for wide deployment without additional privacy,
governance, and compliance work. Existing studies support
feasibility for selected tasks, but they do not establish
durable safety, privacy assurance, regulatory clarity, or
operational sustainability across routine care settings [17-
23]. Clinicians and hospital leaders should be especially
cautious when vendors or researchers present federated
learning as inherently privacy-preserving, because formal
protection depends on mechanisms that may not be
implemented [3, 6, 8, 31]. Federated learning may become
clinically important, but premature deployment could erode
trust if privacy or accountability failures occur.

For policy

For policy, the literature indicates that regulators and
funding agencies should prioritize implementation evidence
over another wave of purely algorithmic demonstrations.
Data protection analyses show that healthcare federated
learning sits at the intersection of privacy law, AI
governance, medical-device oversight, cybersecurity, and
institutional accountability, yet guidance remains
fragmented [14-16]. Funding should support long-term
consortiums that test privacy audits, incentive pilots, model
monitoring, patient-rights workflows, and regulatory
inspection procedures in addition to predictive performance
[9-12, 17-23, 30]. Policy should encourage federated
learning only when its privacy and governance claims are
transparent, testable, and enforceable.

Federated and decentralized machine learning offer a
compelling response to the fragmentation of healthcare
data, but the field too often converts architectural promise

into overstated privacy claims. Privacy-preserving
technologies are available, yet they are unevenly
implemented, inconsistently reported, and rarely evaluated
under adversarial clinical conditions. The most responsible
conclusion is not that federated learning is private, but that
it can support privacy when paired with explicit, audited,
and context-appropriate safeguards.

Incentive mechanisms remain another immature part of the
field. Shapley values, reputation systems, game-theoretic
rewards, and blockchain smart contracts provide useful
conceptual tools, but real healthcare institutions do not
participate in federated learning as simple utility-maximizing
agents. The absence of operational incentive pilots means
that the field still lacks evidence about what actually
motivates hospitals to join, contribute to, and sustain
federated learning networks.

Regulatory compliance is also far less settled than the
literature often implies. Keeping data local may reduce
some risks, but it does not by itself satisfy privacy law,
medical AI oversight, auditability, patient rights, or liability
requirements. Federated learning will require formal
regulatory engagement rather than optimistic assumptions
that decentralization automatically resolves compliance.

The next phase of healthcare federated learning should be
defined by radical transparency. Authors should state
exactly what privacy guarantees are present, what
incentives are actually used, what regulatory obligations
have been assessed, and what deployment conditions
were required. Only then can federated learning move from
promising research architecture to trustworthy clinical
infrastructure.
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